Common Criteria Services

Assistance & Expertise
Trusted Labs Common Criteria (CC) experts assist you throughout your CC projects.
[

Benefit from their years of experience in applying ISO Common Criteria methodology
to multiple projects in the embedded systems industry!

Common Criteria Workshops

Trusted Labs offers preliminary workshops with a detailed presentation of CC requirements, dedicated checklists
and an analysis of the product’s potential risks. The workshops conclude with a Gap analysis report and
recommendations for the selected level and scope, and include an action plan to reach the certification.

Common Criteria Documentation Services

Trusted Labs assists customers in writing or completing CC documents, such as Security Target, product Functional
Specifications and Design, Security Policy Model, Testing assurance package, Vulnerability Assessment, Guidance
documents (AGD), and the description of the product development environment.

Depending on the customer’s own expertise, Trusted Labs provides full documents, templates or guidelines,
completion of existing documentation, or reviews.

Security inspections and other professional services

To prepare for evaluation, Trusted Labs conducts pre-audits in order to anticipate any risks in the evaluation
process. This covers the different aspects of the product life-cycle, including inspection of design centers or
manufacturing sites.

Finally, Trusted Labs assists its customers during product evaluation reviews and manages technical relationships
with ITSEF or the certification body on behalf of the customer.

Value-added features References

|| U Expertise in embedded systems security U ATMEL O GIECB

|‘ (Java Card™, GP, STIP) in multiple security schemes (CC, Q BMS Q ssT

i FIPS140-2, proprietary schemes) Q Dcssi U SUN Microsystems
O GEMALTO U WAY Systems

O In-depth knowledge of smart card industry
U Expertise to tackle innovative projects (multiple level
profiles, composite TOEs, formal methods)
U Ready to support CC 3.1
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